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SUBJECT: Personal Information Collection and Disclosure/ldentity Theft Victims
Protection Act

SUMVARY

This bill would create the “ldentity Theft Victim s Protection Act,” which would
meke it a felony or mi sdeneanor to intentionally disclose personal information
about a California resident to a third party for direct marketing purposes. Such
illegal disclosure would be “identity theft.”

EFFECTI VE DATE

This bill would beconme effective January 1, 2001. However, the bill would
specify that certain provisions nust be inplemented by Novenber 8, 2001.

BACKGROUND

Currently, the Information Practices Act of 1977 requires state and | ocal
agencies to maintain in their records only that personal information relevant and
necessary to its governnental purposes. The act also specifies that state and

| ocal agencies shall maintain the sources of their information; shall maintain
only relevant, accurate and conplete records; shall disclose personal information
only under specific circunstances; shall maintain records regarding the

di scl osure of personal information; and shall allow individuals access to such
information that pertains to them Finally, the Information Practices Act
establishes civil remedies for the enforcenment of its provisions.

State |aw (Section 1798.3 of the Cvil Code) defines “personal information” as
any information that is maintained by an agency that identifies or describes an
i ndi vidual, including, but not limted to, his or her nane, social security
number, physical description, hone address, hone tel ephone nunber, education,
financial matters, and nmedi cal or enploynment history. The definition also

i ncl udes statenments nade by, or attributed to, the individual.

Currently, the California Public Records Act requires all state and |oca
agencies to follow certain | aws regarding public records, including making public
records available for public inspection during office hours, except as exenpted
by law. |If a state agency w thholds any public record, it nust denonstrate that
1) the record was exenpt fromdisclosure or 2) the public interest for
nondi scl osure outweighs s the public interest for disclosure.

The Public Records Act requires agencies to provide any reasonably identifiable
public record or records pronptly upon request, upon paynent of fees covering
direct costs of duplication, or upon paynent of an applicable statutory fee.
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SPECI FI C FI NDI NGS

The Revenue and Taxati on Code provides that information collected on incone tax
returns is considered confidential and, unless specifically avail able for other
uses, shall be used only to adm nister the incone tax |aws. The Franchi se Tax
Board (FTB) nmy disclose information only in limted circunstances and only to
speci fic agencies as authorized by statute.

The Revenue and Taxation Code aut horizes di sclosure of confidential taxpayer
information only in the followng circunstances: in judicial or adm nistrative
proceedi ngs in connection with the taxpayer's civil or crimnal liability; to

| egislative conmmittees; to the Attorney General for specific types of
proceedings; to the State Controller for the purpose of |ocating the owners of
uncl ai med property; to the State Departnent of Social Services and the State
Departnment of Health Services for the purpose of reporting unearned incone; to

t he Student Aid Conm ssion for the purpose of collection of student |oans; to the
Publ i c Enpl oyees' Retirenent System for the purpose of disbursing unclained
benefits; and to the Parent Locator for the purpose of |ocating parents for child
support collection. |In addition, FTB has entered into a nunber of reciproca
agreenents with the Internal Revenue Service (IRS) and other taxing authorities
that allow the sharing of confidential taxpayer information for purposes of
enforcing tax conpliance. Unwarranted or unauthorized disclosure of inconme tax
return information is a m sdenmeanor offense.

This bill would be known as the “ldentity Theft Victims Protection Act.” The
bill contains legislative intent |anguage finding that the crinme of illegally

usi ng personal information to nake unauthorized transactions presents a grave

threat to the health, safety, and economc welfare of all Californians.

This bill would nake it a felony or m sdeneanor to intentionally disclose
personal information about a California resident to a third party for direct

mar keti ng purposes. Such illegal disclosure would be “identity theft.”

This bill would define various terms, including “personal information,” “victim
of identity theft,” “direct marketing purposes,” and “di scl ose.”

Under this bill, individuals who comrit identity theft could be liable for a

m sdeneanor or felony crine, including a fine or a jail sentence or both.

Under this bill, any individual, entity, or government agency that discloses the
personal information of a victimof identity theft could also be held liable for
damages of $5,000 for each violation.

This bill would establish procedures that individuals, entities, or governnental
agenci es in charge of personal information nust foll ow when notified that
identity theft has occurred.

I ndi viduals or entities would not be allowed to condition the sale of goods,
services, or other itens of value on the requirenent that a victimallow the
di scl osure of personal information to third parties for direct marketing

pur poses.
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This bill would specify that in releasing public records, a government agency may
not charge a fee that exceeds its direct cost of duplicating or transmtting the
records.

| npl enent ati on Consi derations

Under current departnment practice, personal information is collected by the
departnment from various sources, including fromthe taxpayer and from
agencies required to report financial information. This information is used
for conpliance devel oprment, audit, and collection. FTB does not use
personal information or provide that information to third parties for any
mar keting purposes. As required by statute, all information received from
the taxpayer is confidential and is shared with federal or state agencies
only for specified purposes.

FTB has departmental policies and procedures regardi ng privacy and

di scl osure. All enployees receive training about ensuring the
confidentiality of taxpayer information and are given updated procedures on
a regul ar basis. Any violation of these policies and procedures is subject
to disciplinary action or can be puni shable by |aw.

Therefore, inplenmenting this bill would not affect the department’s prograns
and operati ons.

Techni cal Consi derati ons

The provision of this bill that prevents a government agency from charging a
fee that exceeds its direct cost of duplicating or transmtting public
records contradicts the Public Records Act. The Public Records Act allows a
governnent agency to charge for the direct cost of duplicating the records
or a statutory fee, if applicable.

FI SCAL | MPACT

Departnental Costs

This bill would not significantly inpact the departnent’s costs.

Tax Revenue Esti mate

This bill would not inpact the state’s incone tax revenues.

BOARD POSI TI ON

Pendi ng.



